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1. User registration form

Users need to supply only the information 
not provided by their authentication 

provider

3. Email verification (not 
required when a verified 
email address is already 
available)

2. Acceptance Use Policy 
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https://aai.ni4os.eu/proxy/signup
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https://aai.ni4os.eu/proxy/statistics




3 Enable SAML SP or OpenID 
Connect client in production

After successfully testing AAI 
functionality you can request to 
enable your service for production 
use

1 Set up SAML SP or
OpenID Connect client

NI4OS AAI supports two authN & 
authZ protocols that you can 
choose from:

● SAML: Install a SAML 2.0 
Service Provider software 
(e.g. Shibboleth-SP) and 
integrate it into your 
application 

● OpenID Connect: Install an 
OpenID Connect client 
software (e.g. 
mod_auth_openidc) and 
integrate it into your 
application

2 Register SAML SP or OpenID 
Connect client with NI4OS AAI

● Identify user attributes 
needed by your service 

● Provide SAML SP/OIDC 
client registration 
information to NI4OS AAI 
team

● The NI4OS AAI team checks 
the information and informs 
you that your service is 
registered and ready for 
testing 

● During the testing phase, the 
service is only accessible by 
members of the Test VO
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https://docs.google.com/document/d/1ZU7VjH3g7qcfWcz0Z8TTv-vQiVoRA_wOsuMyJaz28Og/edit
https://docs.google.com/document/d/1ZU7VjH3g7qcfWcz0Z8TTv-vQiVoRA_wOsuMyJaz28Og/edit
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https://docs.google.com/document/d/1ZU7VjH3g7qcfWcz0Z8TTv-vQiVoRA_wOsuMyJaz28Og/edit
https://docs.google.com/document/d/1ZU7VjH3g7qcfWcz0Z8TTv-vQiVoRA_wOsuMyJaz28Og/edit
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https://aai.ni4os.eu/proxy/saml2/idp/metadata.php
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https://aarc-community.org/guidelines/aarc-g002/
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NAMESPACE VO ROLE GROUP-AUTHORITY

NAMESPACE VO ROLE GROUP-AUTHORITYGROUP

NAMESPACE VO ROLE GROUP-AUTHORITYGROUP
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NAMESPACE AUTHORITYRESOURCE

https://aarc-community.org/guidelines/aarc-g027/




Standard Short description References

Security Assertion Markup 
Language (SAML) 2.0

OASIS standard for exchanging 
authentication and authorisation 
data between parties.

https://www.oasis-open.org/stan
dards#samlv2.0

OAuth 2.0

Standard for authorisation that 
enables delegated access to 
server resources on behalf of a 
resource owner

"The OAuth 2.0 Authorization 
Framework", RFC 6749, 
https://www.rfc-editor.org/info/rf
c6749

OpenID Connect 1.0

Identity layer on top OAuth 2.0. 
Enables Clients to (i) verify the 
identity of the End-User based 
on the authentication performed 
by an AS; (ii) obtain basic 
profile information about the 
End-User in an interoperable 
and REST-like manner

“OpenID Connect Core 1.0”, 
https://openid.net/specs/openid-
connect-core-1_0.html

https://www.oasis-open.org/standards#samlv2.0
https://www.oasis-open.org/standards#samlv2.0
https://www.rfc-editor.org/info/rfc6749
https://www.rfc-editor.org/info/rfc6749
https://openid.net/specs/openid-connect-core-1_0.html
https://openid.net/specs/openid-connect-core-1_0.html


Standard Short description References

X.509
ITU-T standard for a public key 
infrastructure (PKI), also known 
as PKIX (PKI X509)

"Internet X.509 Public Key 
Infrastructure Certificate and 
Certificate Revocation List 
(CRL) Profile", RFC 5280, 
https://www.rfc-editor.org/info/rfc
5280
"Internet X.509 Public Key 
Infrastructure (PKI) Proxy 
Certificate Profile", RFC 3820, 
https://www.rfc-editor.org/info/rfc
3820

Lightweight Directory Access 
Protocol (LDAP)

Provides access to distributed 
directory services that act in 
accordance with X.500 data 
and service models

https://tools.ietf.org/html/rfc4511

https://www.rfc-editor.org/info/rfc5280
https://www.rfc-editor.org/info/rfc5280
https://www.rfc-editor.org/info/rfc3820
https://www.rfc-editor.org/info/rfc3820
https://tools.ietf.org/html/rfc4511


API Short description References

OAuth 2.0 Token Introspection

Protocol that allows authorised 
protected resources to query 
the authorisation server for 
determining the set of 
metadata for a given OAuth2 
token, including its current 
validity.

https://tools.ietf.org/html/rfc7662

OAuth 2.0 Token Exchange

Protocol for requesting and 
obtaining security tokens from 
OAuth 2.0 authorization 
servers, including security 
tokens employing 
impersonation and delegation

https://tools.ietf.org/id/draft-ietf-o
auth-token-exchange-14.html

https://tools.ietf.org/html/rfc7662
https://tools.ietf.org/id/draft-ietf-oauth-token-exchange-14.html
https://tools.ietf.org/id/draft-ietf-oauth-token-exchange-14.html


API Short description References

OAuth 2.0 Device Authorization 
Grant

Enables OAuth 2.0 clients on 
input-constrained devices to 
obtain user authorisation for 
accessing protected resources 
without using an on-device 
user-agent

https://tools.ietf.org/html/draft-ietf
-oauth-device-flow-15

System for Cross-domain 
Identity Management (SCIM) 
2.0

Open API for managing 
identities

SCIM: Core Schema , RFC7643, 
https://tools.ietf.org/html/rfc7643
SCIM: Protocol, RFC7644, 
https://tools.ietf.org/html/rfc7644
SCIM: Definitions, Overview, 
Concepts, and Requirements, 
RFC7642, 
https://tools.ietf.org/html/rfc7642

https://tools.ietf.org/html/draft-ietf-oauth-device-flow-15
https://tools.ietf.org/html/draft-ietf-oauth-device-flow-15
https://tools.ietf.org/html/rfc7643
https://tools.ietf.org/html/rfc7644
https://tools.ietf.org/html/rfc7642



